
PRIVACY NOTES 
This Privacy Notice describes how Tossadar Co. Ltd, and our affiliates (collectively, 
“Tossadar,” “we,” and “us”) collect, use, disclose, transfer, store, retain or otherwise 
process your information when you (whether you are a person or business) access or 
use in any manner any Tossadar services (including, but not limited  authorization in 
DeusPOS account through your Google Gmail Account, through a digital receipt or 
DeusPOS Invoice, at a point of sale,  or when your guests filling them personal data in 
web form in DeusCheckin or when guests share them  social profile data   using 
KhmerWiFI service) through Tossadar’s websites or applications (collectively, 
“Services”); or otherwise contact or interact with us, when you applied and signed up, 
even if you have not applied or signed up for a DeusPOS account or other Service or 
downloaded one of our applications. 
 

Information we collect about you 
 
We need to collect information about you to provide you with the Services or the 
support you request. The type of information we collect can vary depending on the 
country from which you access our Services. Additionally, you can choose to voluntarily 
provide information to us. 
We collect information you provide when you apply or sign up for a DeusPOS account or 
other Services, go through our identity or account verification process, authenticate into 
your account, communicate with us, answer our questions, upload content, or otherwise 
use the Services. 
 
We collect information about you when you use our Services, including: 
 

● Identification Information. Your name; email address; mailing address; phone 
number; photograph; birthdate; passport, driver’s license, Social Security, 
Taxpayer Identification, or other government-issued identification; or other 
historical, contact, and demographic information when you apply or sign up for a 
DeusPOS account or other Services, signature, and authentication credentials 
(for example, information you use to login to your account), including IP address. 

● Financial Information. Information such as bank account, payment card 
numbers, credit reports, and other publicly available information. 

● Tax information. Withholding allowances and tax filing status. 
● Transaction Information. When you use our Services to make, accept, request, or 

record payments, we collect information about when and where the transactions 
occur, the names of the transacting parties, a description of the transactions, the 



payment or transfer amounts, billing and shipping information, and the devices 
and payment methods used to complete the transactions. 

● Other Information You Provide. Information that you voluntarily provide to us, 
including questions responses; participation in promotions, or other prospective 
seller marketing forms or devices; suggestions for improvements; referrals; or 
any other actions performed on the Services. 

Information We Collect From Your Use of our Services 

We collect information about you and the devices you use to access the Services, such 
as your computer, mobile phone, or tablet. The information that we collect includes: 

● Precise Geolocation Information. The location of your device.  
● Device Information. Information about your device, including your hardware 

model, operating system and version, device name, unique device identifier, 
mobile network information, and information about the device’s interaction with 
our Services. 

● Use Information. Information about how you use our Services, including your 
access time, “log-in” and “log-out” 
information, browser type and language, country and language setting on your 
device, Internet Protocol (“IP”) address, the domain name of your Internet service 
provider, other attributes about your browser, mobile device and operating 
system, any specific page you visit on our platform, content you view, features 
you use, the date and time of your visit to or use of the Services, your search 
terms, the website you visited before you visited or used the Services, data about 
how you interact with our Services, and other clickstream data. 

● Business Information. Information about products and services you sell 
(including inventory, pricing and other data) and other information you provide 
about you or your business (including appointment, staffing availability, 
employee, payroll,  promotions or other prospective seller marketing forms and 
actions, contact data). 

● Employee Information. Information provided to a Seller using our Services, for 
example information about employees whose employers use DeusPOS admin 
panel User Management (including hours worked and other timecard data). 



● Customer Information. Information you collect from your customers, including 
email address, phone number, passport data,  payment information, or other 
information. 

Information We Collect From Other Sources 

We also collect information about you from third parties, including: 

● Identity Verification. Information from third-party verification services, credit 
bureaus, financial institutions, mailing list providers, and publicly available 
sources. In some circumstances, where lawful, this information may include your 
government-issued identification number. 

● Background Information. To the extent permitted by applicable laws, we may 
obtain background check reports from public records of criminal convictions and 
arrest records. We may use your information, including your full name, 
government-issued identification number, and date of birth, to obtain such 
reports. 

● Credit, Compliance and Fraud. Information about you from third parties in 
connection with any credit investigation, credit eligibility, identity or account 
verification process, fraud detection process, or collection procedure, or as may 
otherwise be required by applicable law. This includes, without limitation, the 
receipt and exchange of account or credit-related information with any credit 
reporting agency or credit bureau, where lawful, and any person or corporation 
with whom you have had, currently have, or may have a financial relationship, 
including without limitation past, present, and future places of employment, 
financial institutions, and personal reporting agencies. 

Children’s Information 

Our Services are general audience services not directed at children under the age of 
13. If we obtain actual knowledge that any information we collect has been provided by 
a child under the age of 13, we will promptly delete that information. 

 



How we use your information 

We may use information about you for a number of purposes, including: 

● Providing, Improving, and Developing our Services; 

● Communicating with You About our Services; 

● Protecting our Services and Maintaining a Trusted Environment; 

● Advertising and Marketing; 

● Other Uses. 

How we share your information 

We may share information about you as follows: 

● With Other Users of our Services with Whom You Interact; 

● With our Affiliates; 

● With Third Parties to provide, maintain, and improve our Services; 

● Business Transfers and Corporate Changes to a subsequent owner, co-owner, or 

operator of one or more of the Services or in connection with  a corporate 
merger, consolidation, restructuring or other corporate change; 

● Safety and Compliance with Law; 
● With your consent. For example: 

○ At your direction or as described at the time you agree to share; 
○ When you authorize a third party application or website to access your 

information. 
● Aggregated and Anonymized Information that does not specifically identify you or 

any individual user of our Services. 



How long we  retain your information 

We generally retain your information as long as reasonably necessary to provide you the 
Services or to comply with applicable law. However, even after you deactivate your 
account, we can retain copies of information about you and any transactions or 
Services in which you may have participated for a period of time that is consistent with 
applicable law, applicable statute of limitations or as we believe is reasonably 
necessary to comply with applicable law, regulation, legal process, or governmental 
request, to detect or prevent fraud, to collect fees owed, to resolve disputes, to address 
problems with our Services, to assist with investigations, to enforce our General Terms 
or other applicable agreements or policies, or to take any other actions consistent with 
applicable law. 

Cookies and other similar technologies 

We use various technologies to collect information when you access or use our 
Services, including placing a piece of code, commonly referred to as a “cookie,” or 
similar technology on your device and using web beacons. Cookies are small data files 
that are stored on your hard drive or in your device memory when you visit a website or 
view a message. Among other things, cookies support the integrity of our registration 
process, retain your preferences and account settings, and help evaluate and compile 
aggregated statistics about user activity. We will begin collecting information about you 
or from activity on devices you use as soon as you use our Services. By using our 
Services, you permit us to collect and use your information from activity on devices you 
use in accordance with this Privacy Notice. 

Certain cookies we use last only for the duration of your web or application session and 
expire when you close your browser or exit the application. Other cookies are used to 
remember you when you return to use the Services and, as such, will last longer. 



Most web and mobile device browsers are set to automatically accept cookies by 
default. However, you can change your browser settings to prevent automatic 
acceptance of cookies, or to notify you each time a cookie is set. Please note, however, 
that by blocking or deleting cookies used in the Services, you may not be able to take 
full advantage of the Services. To learn more about cookies and how to reject them, 
visit http://www.allaboutcookies.org/ 

We also collect, read and write information using rfid contactless technologies.  

Third-party advertising and analytics 

We can use third-party service providers to provide site metrics and other analytics 
services.  

This Privacy Notice does not apply to, and we are not responsible for, third-party 
cookies, web beacons, or other tracking technologies, which are covered by such third 
parties’ privacy policies. 

Examples of our third-party service providers to help deliver our Services or to connect 
to our Services include: 

● Google Analytics: We use Google Analytics to understand how our Services 
perform and how you use them. To learn more about how Google processes your 
data, please visit https://www.google.com/policies/privacy/. To opt out of 
Google Analytics please visit https://tools.google.com/dlpage/gaoptout. 

● Google Sign-In: We use Google Sign-In for security login in Tossadar Services. 

http://www.allaboutcookies.org/
https://www.google.com/policies/privacy/
https://tools.google.com/dlpage/gaoptout


● Facebook: We use Facebook to advertise and market our services. We also use 
Facebook Connect API to allow you to connect your Facebook account to use our 
KhmerWiFi Service. To understand more about Facebook advertising please see 
here https://www.facebook.com/about/ads. 

Your Rights 

We ask that you keep the Personal Information that you provide to us current and that 
you correct any information you have provided us by contacting us at 
privacy@tossadar.com. You represent and warrant that all Personal  and non-personal 
informations you provide us is true and correct. If you wish to opt out of further 
communications from us, or if you wish to review, delete and/or revise the Personal 
Information we have stored about you, please contact us with your specific request at 
privacy@tossadar.com; provided, however, that we reserve the right to retain an archive 
of such Personal Information for a commercially reasonable time to ensure that its 
deletion does not affect the integrity of our data; and we further reserve the right to 
retain an anonymous version of such information.  You can decline to permit cookies in 
your browser, but in that case we cannot promise you that all Website/App features will 
function properly as a result. If you use our Services, you are responsible for maintaining 
the confidentiality of your account and for restricting access to your computer or device, 
and you agree to accept responsibility for all activities that occur under your account.  

Changes to this privacy notice 

We may amend this Privacy Notice from time to time by posting a revised version and 
updating the “Effective Date” above. The revised version will be effective on the 
“Effective Date” listed. We will provide you with reasonable prior notice of material 
changes in how we use your information, including by email, if you have provided an 
email address. If you disagree with these changes, you may cancel your account at any 

https://www.facebook.com/about/ads
mailto:privacy@tossadar.com
mailto:privacy@tossadar.com


time. Your continued use of our Services constitutes your consent to any amendment of 
this Privacy Notice. 

 

Further information 

If there are any questions regarding this privacy policy you may contact us using email 
below. 

e-mail: privacy@tossadar.com 

 
Updated: May 27, 2019 
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